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1. leau 1 3aga494 AU CIUILIHHBI

1.1. Heau aucuMmJIMHbI

O3HakoMJIeHHE C TIOHSATHEM HMH(POPMAIIMOHHOM  Oe30macHoCTH, €€
COCTaBJISIONIMMH U TPU3HAKaMH; (OPMHUPOBAHUE TMPEACTABICHHUS O Pa3TUYHBIX
yrpo3ax uWH(OpManuu, COMYTCTBYIOIIMX PHCKaX, UCTOYHHUKAX Yrpo3 U Qopmax,
KOTOpBIE OHU MTPHUHUMAIOT.

dopmupoBaHre 0a30BBIX 3HAHUH O METOAaX M CPEACTBAX 3aIIUTHI
uH(popMalK B IIpoliecce ee 00paboTKU, epeAadn U XpaHEHUs C UCIIOJIb30BAaHUEM
KOMIIBIOTEPHBIX CPEICTB B MH(GOPMAITMOHHBIX CHCTEMAX.

1.2. 3apaum TUCHUIIUHBI

N3yuuTh TEOpeTHYECKHE OCHOBBI 3alTUTHI WH(POpPMAIUH B KOMIBIOTEPHBIX
CUCTEMaX, BKIIFOYasl OCHOBHBIC IOHSATHS W OINPEICIICHHs, KpUNTOTrpaduueckue
MOJICTT ¥ aJITOPUTMBI MIN(PPOBAHUS, aITOPUTMBI AyTEHTH (PUKAIIUN TTOJTH30BaTEICH
U CPEJICTBA pa3rpaHUyYEHHUs MPaB JOCTyIa K MHPopMaluu 1 ee o0paboTKe.

PaccmotpeTs ucTOYHMKHM, pUCKH W (OpMBI aTak Ha WHGOPMAIIHIO,
KjaccupuKauy yrpo3 UHPOpMaImOHHON O€30MacHOCTH.

[ToyuuTh TPEACTABICHHE O METOJOJIOTMU COCTaBJICHHUS TPEOOBAHHWM K
CUCTeMaM 3allluThl HMHQOpPMAIIMU, TOCTPOCHHUS TOJUTHUK  O€30MacHOCTH,
MO3HAKOMUTHCS C MEXKIYHApOAHBIMH W TOCYJapCTBEHHBIMH CTaHIapTaMHU
0e30macHOCTH, KIacCHU(PUKAIMECH MPOrPaMMHO-TEXHUYECKUX CIIOCOOOB M CPEACTB
obecnieueHus: UHPOPMAITMOHHOMN 6€30MaCHOCTH.

[IpnoOpecT  MmpakTHUECKHME  HABBIKM  MCMOJB30BAHHUS  JIOCTYITHBIX
TEXHOJIOTUA M CPEJCTB 3alllUThl KOMIIBIOTEPHOM HH(pOpMalUM, B TOM YHCIIE
HaBbIKM aJMHHUCTPUPOBAHUS M MOHUTOPUHTAa KOPHOPATUBHBIX CETEH W
OMEPALIMOHHBIX CUCTEM.

[IpoBecTH caMOCTOSTENbHYIO aHAIUTUYECKYIO PadOTy C LIENbI0O U3yUEHUS U
MOKCKA PEIICHUs] aKTyaJbHbIX 33/1a4 KOMITbIOTEPHON U CETEBOM 0€30MacHOCTH.

2. TpebGoBaHusi K YypPOBHIO OCBOCHHUS JUCHUIINHBI

2.1. YpoBeHb 0CBOEHNSI AN CIIUTIIIUHBI
B pe3yabraTe n3y4yeHusi JUCUUIJIMHBI CTYAE€HTbI I0JKHbI 3HATD:

— OCHOBHBIC IMOHATHS U HAINPABJICHUS B 3allIUTE KOMITbIOTEPHON MH(MOpMAITNH;

— TPUHIUIIBI CUCTEMHOTO aHaiuuza W Kkinaccudukanmum  yrpos
uH(OPMAIIMOHHON O€30MaCHOCTH;

— pasnuYHbIC TUIBI YSI3BUMOCTEH MPOrPaMMHOTO OOECIICUEHHUs, METOJbI UX
BBISIBJICHUS;

— METOJIbl XpaHeHHUs, 00pabOTKH, epeladu U 3alTUThl HHPOpMAIUy;



— OCHOBHBIE MHCTPYMEHTHI OOECIEYCHUS] MHOTOYPOBHEBOW O€30MMacHOCTH B
WH(OPMAIIMOHHBIX CHCTEMAX;

— amnmapaTHO-TeXHUYECKHE CPeNICTBAa oOecreueHnsl 0€30MMaCHOCTH XPaHEHUS U
00pabOTKY TaHHBIX, 3AIUTH HTHGOPMAIMH OT COOEB M 0TKa30B 000PYI0OBaHUS;

— METOJIbl U CpeacTBa oOecreueHuss WHQPOPMAIIMOHHON 0e30MacHOCTH
KOMITBIOTEPHBIX CHCTEM.

B pe3yabTaTte n3y4yeHus TUCUMILVIMHBI CTY€HTHI I0JLKHBI YMETh:

— KOH(HUTYpHpPOBATH BCTPOCHHBIC CPEACTBA 3AIIUTHI OMEPAITMOHHON CHCTEMBI;

— TPOBOJUTH aHAJTIHN3 3AMIUIIEHHOCTH KOMIIBIOTEPA U CETEBOM CPEIBI;

— YCTaHABIHMBATh W HACTpPaWBaTh MPOTPAMMHOE OOECIIEUEHUE IS 3aIUTHl OT
BPEIOHOCHOTO MIPOTPAMMHOT0 00CCTICUCHNS;

— KOH(UTYpHPOBATh U UCIIOIH30BATh HHCTPYMEHTHI PE3EPBHOTO KOTTUPOBAHUS
¥ BOCCTAHOBJIICHUS HH(POPMAIINH;

— OpraHM30BBIBATh BUPTYaJbHBIC YAaCTHBIE CETH, OOECIeunBaTh UX
0e301acHOCTB;

— KOH(UTYpHpPOBAThH U UCITOJIH30BATH OJIUH U3 MEKCETEBBIX DKPAHOB;

— WCIIONB30BaTh TEXHOJOTHM W CPEACTBa IMMQPPOBaHHUS HHPOPMAUA U
opraHu3anui OOMEHa JaHHBIMH C HCTIOJb30BAaHUEM DJIEKTPOHHOW IH(PPOBOI
TIOJIITHCH;

— HCIIONB30BaTh THIOBBIC MPOTPAMMHBIC TPOIAYKTHI, OPUECHTUPOBAHHBIC Ha
pelIcHUE HAYYHBIX U TEXHOJIOTHICCKUX 3a1ad.

B pe3yabTaTe n3ydyeHusi TUCHHUIJIMHBI CTYA€HTHI I0JLKHBI BJa1eTh:

— HaBBIKAMHU CaMOCTOSATEILHOTO npUOOpETEHHUS C MOMOIIBIO
UH(OPMAIIMOHHBIX TEXHOJOTUNA HOBBIX 3HAHUM M YMEHHI, B TOM 4YHCII€ B HOBBIX
00JacTsIX 3HAaHUM, HEMOCPEJICTBEHHO HE CBSI3aHHBIX CO cPepoit ASITEIIbHOCTH;

— OCHOBHBIMHM METOJIaMHU, CIIOCOOAMHM M CPEACTBAMH IOJYUYEHUS, XPaHECHHS,
nepepaboTku HHOOPMAIIUH;

— HaBblKaMM pPabOThl C KOMIIBIOTEPOM KaK CPEACTBOM  YIpaBICHUSA
uHpopManmei;

— HaBbIKaMH paboThI ¢ HHGOPMALIHEH B rI100aTbHBIX KOMIIBIOTEPHBIX CETSX;

— METOJMKAMU UCIIOJIb30BAaHUS MPOTPAMMHBIX CPEJICTB Ui  PEIHICHUS
MPAKTUYECKUX 3a7a4;

— HaBbIKAMH Pa3pabOTKH aJTOPUTMOB pEHICHUS 3a7ad YIpaBiIeHUS W
IPOEKTHUPOBAHUS 0OBEKTOB aBTOMATH3AIIHH.

2.2. Mecto nucunmiudbl B ctpykrype OOII BITIO. Css3p ¢ npeamecTByro-
MU M TOCJIeYIOIUMH THUCHUIIIMHAMH.

Hucrumumaa  "3ammurta  wHbOpManuu" NPUHAUICKAT 0a30BOM  YacTH
npodeccronansHOorO TMKIA. s M3ydeHus AaHHOW AMCIMUIUIMHBI HEOOXOIUMBI
3HAHUS U yYMEHHUsI, TOJYYCHHBbIE OOYJarONIUMUCA B XOJ€ W3YYCHHS NUCIUILIAH



"Unpopmatuka", "HupopmaTka ¢  dIEeMEHTaMH  IPOrpaMMHUpPOBaHUS",
"NndopmannoHHbIe TEXHOJOoruu", "[IporpammupoBanue”, "9BM "
nepudepuitnsie ycrpoiicta". B cBoio ouepeab, 3HaHUE TUCIUILIMHBI HEOOXOAUMO
Juisi moHuMaHusi matepuana gucuuiuinH "Cetu OBM u TenekoMMyHHKanuu',
"OnepaunonHele  cucteMbl',  "ba3pl  maHHBIX",  BBINIOJHEHUS  3aJaHUU
OPEIUIUVIOMHOM WM NPEAAMIUIOMHOM NPAaKTUKH, HAMHMCAHUS BBITYCKHOMN
KBTI (PHKAMOHHOM pabOThI U 1ajgbHENHEN TPo(PecCHOHATBHOMN AESITEIbHOCTH.

3. KomnereHumu:

IIK-1 - cnoocobHOoCTh coOupaTb U aHAIM3UPOBATh  UCXOJIHBIC
WH(OPMAIIMOHHBIC JTAaHHBIE JUISI TPOSKTHPOBAHUS TEXHOJOTHYECKUX IIPOIECCOB
U3TOTOBJICHUS TMPOAYKIMH, CPEJICTB W CHCTEM aBTOMATH3aIlid, KOHTPOJI,
TEXHOJIOTUYECKOTO  OCHAIEHUS, JTUArHOCTUKH, WCIBITAHWHA,  YIpaBICHUSA
POIIeCCaMHM, JKM3HEHHBIM ITUKIIOM TMPOIYKIIMA M €€ KadeCTBOM; Y4acTBOBATh B
paboTax Mo pacyeTy W MPOCKTUPOBAHUIO MPOIECCOB M3TOTOBICHUS MPOIYKIIUU U
YKa3aHHBIX  CPEJACTB M  CHCTEM C  HCIOJb30BAaHUEM  COBPEMEHHBIX
WH(OPMAIIMOHHBIX TEXHOJIOTHI, METOZOB M CPEJICTB IPOSKTUPOBAHWS,

IIK-2 - cnocoGHOCTh BHIOMPATh OCHOBHBIE M BCIIOMOTaTeNIbHbIE MaTE€pHaIIbl
JUTSE M3TOTOBJICHUS W3JICIUH, CIIOCOOBI peanu3allid OCHOBHBIX TEXHOJIOTHYCCKUX
IIPOIIECCOB, AHAJTUTHYCCKUE W YHUCJICHHBIE METOABI TMpPU pa3padOTKe uX
MaTEMaTHYCCKUX MOJICJICH, METOMIbI CTaHJAPTHBIX HMCIBITAHUN IO OMPEISICHUIO
(U3HKO-MEXaHUYECKUX CBOWCTB M TEXHOJOTHUYECKHX TOKa3aTejeii MaTepualioB H
TOTOBBIX W3JIEJIUH, CTaHIAPTHBIE METOAbl UX MPOEKTUPOBAHMS, MPOTPECCUBHBIC
METO/IbI DKCIUTyaTalluy U3AEIni;

IIK-23 - cnocoOHOCTh BBIMOJHATE PAOOTHI 10 HaJajgKe, HACTPOMKE,
pEryInpoBKe, OTBITHOM POBEpPKE, pPErJIaMeHTHOMY  TE€XHUYECKOMY,
AKCIUTYaTallMIOHHOMY  OOCIIY’)KMBaHUIO O0OOpYyIOBaHUS, CpPEACTB U  CHUCTEM
aBTOMATHU3allUMU, KOHTPOJS, JUArHOCTUKH, HUCIBITAHUN U YIpaBJICHUS, CPEICTB
IPOrPaMMHOTO 00eCTICUeHH S, CEPTUDUKAITMOHHBIM UCTIBITAHUSAM U3/AETUN;

IIK-24 - cnocoOHOCTh BBIOMpAaTh METOJABI U CPEACTBA H3MEPEHUS
AKCIUTYaTallMOHHBIX ~ XapaKTePUCTUK  OOOpYAOBaHMUS, CpPEACTB M  CHUCTEM
aBTOMATHU3allUU, KOHTPOJISI, TUATHOCTUKHU, UCTIBITAHUN U YIIpaBICHUS, HACTPOUKHU
U OOCITY)KMBaHMS: CHUCTEMHOT0, MHCTPYMEHTAJIHHOTO ¥  MPUKIATHOTO
IPOrPaMMHOTO 00ECTICUSHHS JAHHBIX CPEJICTB U CUCTEM;

OIIK-2 - crocoOHOCTh pemiath CTaHAAPTHBHIE 3a/ladd MPOQPECCUOHATBHOU
JeSITENIbHOCTA HAa OCHOBE MH(POPMAIMOHHON U OuOIMOrpaduyeckon KyJIbTypbl C
npuMeHEHUEM HHGOPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJOTUNH U C Y4E€TOM
OCHOBHBIX TpeOoBaHUI MH(GOPMAITMOHHON O€30M1aCHOCTH.



4. TeMaTHYeCKHH NJIaH JUCHUILIMHBI
Ounas popma o0ydyenus, yueOHbIii uian 2015 r.

KonnuecTBo yacos
AyIUTOpHBIE 3aHATUS
[Ipaxr
Paszen AUCIHILUIMHEL I;I- Jabopa-
CP |Jlekim topHubIi |Kortposn
YECKUe
no| o, [TPAKTHKY b
M
s

Tema 1. O0mne BOIIPOCHI 5 5
uH(OPMAITMOHHON O€30MTaCHOCTH
Tema 2.00mas xapakTepUCTHUKA
CpeACTB U  METOJOB  3allUThI 2 2
uH(popMau
Tema 3. CuctemMHBIi aHAIN3 yIpo3
0€30IacHOCTH B KOMITBIOTEPHBIX 2 2 3
cucTemMax
Tema 4. OcHOBHBIE KJIACCH]]
MPOTPAMMHBIX OIITMOOK B Pa3IMYHBIX
cpedax  UCIOJMHEHUS U SI3bIKaX 3 2 4
IPOTrPAMMHUPOBAHUS U BBITCKAIOINE
U3 OTOTO THIHI YSI3BUMOCTH
Tema 5. Omubku KJ1acca
"Bufferoverflow" u 170:¢ 4 3 4
AKCILUTyaTalusl
Tema 6. Ys3BumocTu B
VHTEPHPETUPYEMBIX  SA3BIKAX THUIA 4 3 4
"uHBEKIUS"
Tema 7. Knaccsl arak DoS u DDoS.
Metoasl 60psObl ¢ DoS- 1 DDoS- 4 3 4
aTaKkaMu
Tema 8. Omubku B MmporpaMMHOM
obecrieuenun tuma RaceCondition u 4 3 4
IKCILTyaTalus 3TOTO Kiacca OmMO0K
Tema 9. Kpunrtorpaduueckue 3 3 4




METO/bI 3aIIUThl HHGOPMAIIUU

Tema 10. RAID-cuctemsl
pasanunbix yposaeit (0,1,5,10,50)

Tema 11. 3ammra
000pynoBaHUSs

CHCTCMBI

Ha  yYpOBHE

U  ONEpalMOHHOMN

Tema 12. [Ipuamuner  paboOTHI
Ha3HAUEHUE THUIIepPBU30pa. 3allluTa
IIPY MIOMOIIM BUPTYaAIbHBIX MAIIUH

H

Tema 13. Merogsl
kpunrorpadpun. Crangaptet AES u
I'OCT, CTPYKTypa
aJITOPUTMOB.

COBPEMEHHOMU

0a30BBIX

HUtoro

108

40 | 34 34

OuHo-32049Hast gopma 00yueHus, yueOHbIi miaan 2015 r.

KonmuecTBo yacos
AyIUTOpHBIE 3aHATHA
Pa3zpen nuciuruimHbl cp IIpaktu- JlaGopa-
Jlekuuu| yeckue | TopHbi [KOHTpPOIB

3aHATHS [[IPAKTUKYM

Tema 1. OGurue BOIPOCHI 4| 15

HUH()OPMALIMOHHOM 0€30IIaCHOCTH ’

Tema 2. O01mast xapakTepuUCTHKA

CPeACTB M METOJOB 3alUThI 5 15

uHbopMaIu

Tema 3. CucreMHbIi aHAIN3

yIpo3 0€30MacHOCTH B 5 2 2

KOMITHIOTEPHBIX CUCTEMAX

Tema 4. OCHOBHBIE  KJIACCHI

IPOrPAMMHBIX (01115 (70 3 B

pPa3IUYHBIX CpeAax HCIOTHEHUS] 5 5 5

U sI3bIKax MPOTPaMMHUPOBAHUS U

BBITEKAIOIIUE W3 HTOTO THIIBI

ySI3BUMOCTHU

Tema 5. Omnbxu KJjlacca

" " 5 2 3

Bufferoverflow u ux




SKCIUTyaTalus

Tema 6. Ysa3BumMocTu B
HHTEPIPETUPYEMBIX SI3bIKAX
THna "uHbeKIus"

Tema 7.Knaccer atak DoS u
DDoS. Metoasl 60ps0b1 ¢ DoS-
u DDoS-atakamn

Tema 8. Omubku B
IPOrpaMMHOM obecrieueHnn
THIIA RaceCondition u
JKCIUTyaTalMsl  3TOr0  KJiacca
OIIIHOOK

1,5

Tema 9. Kpunrorpadguueckue
METOIbI 3aIUTHI HH(pOpMAITUN

1,5

Tema 10. RAID-cucremsl
Pa3JIMYHbBIX ypOBHEM

(0,1,5,10,50)

1,5

Tema 11.3amura Ha ypOBHE
000py/IOBaHUS M OICPAIMOHHOMN
CUCTEMBI

1,5

Tema 12. [Ipunuunsl paboTel U
Ha3HAYEHUE TUIEPBU30pA.
3amura npu IIOMOIITH
BUPTYaJbHBIX MAIIUH

1,5

Tema 13. MeToabl COBpeMEHHOM
kpunrorpaduu. Cranmaptel AES
u ['OCT, crtpykrypa 06a30BBIX
aITOPUTMOB.

1,5

Htoro

108

64

22

22

3aounas ¢popma o0yueHus, yueOHbIH miad 2015 r.

KonnuecTBO uacoB

AyIUTOpHBIE 3aHATHS

Pa3ngen aucnuIuinHbl cp IIpakTtu-| Jlabopa-
Jlekuuy| yeckue | TopHbi [KOHTpPOIB
3aHATHS [IPAKTUKYM
Tema  1.00mme  BOMPOCHI 4 0,25




UH(OPMALIIOHHON
Oe30macHOCTH

Tema 2. O0mag
XapaKTepUCTUKa  CPEJICTB U
METOOB 3aIIUTHl HH(POpMAITIH

0,25

Tema 3. CucremHbli aHanu3
yIpo3 0e30macHOCTH B
KOMITHIOTEPHBIX CUCTEMAX

0,25

0,25

0,5

Tema 4. OcHOBHBIE KJIACCHI
POTrPpaMMHBIX OIIINOOK B
Pa3JIMYHBIX CpPeaaxX UCIOJHCHHS]
U S3bIKaxX MPOrPaMMUPOBAHUS U
BBITEKAIOI[ME W3 DTOrO0 THIIBI
ySI3BUMOCTH

0,25

0,25

0,5

Tema 5. Ommbku KJ1accal
"Bufferoverflow" u UX
AKCIUTyaTaIHsI

0,25

0,5

Tema 6. Ya3Bumoctu B
UHTEPIPETUPYEMBIX SI3BIKaX
Tuna "uHneKnug"”

0,25

0,5

0,5

Tema 7.Kmaccel atak DoS u
DDoS. Metoasr 60ps0b1 ¢ DoS-
u DDoS-atakamu

0,25

0,5

0,5

Tema 8. Ommoku B
MPOTPAMMHOM obecrieueHU U
THIIA RaceCondition |
JKCIUTyaTalusi 3TOro  Kjacca
OIIIHOOK

0,25

0,5

Tema 9. Kpunrorpaduueckue
METOIbI 3aITUTHI HH(pOpMAITUN

0,25

0,5

Tema 10. RAID-cuctemsl
pa3IUYHBIX YPOBHEU

(0,1,5,10,50)

0,5

0,5

0,5

Tema 11.3ammura Ha ypOBHE
000pyTI0BaHUS U ONEpallMOHHON
CUCTEMBI

0,5

Tema 12. [Ipunuunel padboTsl U

Ha3HAUYEHUE TUIIEPBU30pA.

0,5

0,5

0,5




3amumra npu ITOMOIIHN
BUPTYaJIbHBIX MAIlIUH
Tema 13. MeTons!
COBPEMEHHOU  KpunTorpaduu.
Crangaptet AES u T'OCT, 5 0,25
CTPYKTypa 0a30BBIX
aJITOPHUTMOB.
Hroro|108| 94 4 4 6

5. Conep:xkaHue ¥ CTPYKTYpPa AUCHUINIMHBI

Tema 1.06wue 80NPOCHL UHpOpMaAYUOHHOU bezonacnocmu
[IpenmeT, conmepkanue U 3amadu Kypca. Ero Mecrto cpeau Ipyrux JUCHUIUIMH
yueOHoro miana. OCHOBHBbIE TMOHATUSA W onpeaesieHus. PopMbl OTYETHOCTH,
OCHOBHAsl ¥ JIOTIOJIHUTEIbHAS IUTepaTypa. 3aumra nHHopMaIi Kak 00bEKTUBHAS
3aKOHOMEPHOCTH 3BOJIOLUU MTOCTUHAYCTpHaIbHOro obmectsa. Uudopmarus u ee
poOJib B COBPEMEHHOM OO0IecTBe. DBOJIONUS MH(GOPMAIMOHHBIX IPOIECCOB U
uH(pOpMalIMOHHBIX ~ OTHomleHWH. CymHOCcTh W 1end  MHGOpMAaTHU3AIUY.
['mob6anuzanus nHGOPMAITMOHHBIX OTHOIIEHUNH. OOBbEKTUBHAST HEOOXOJIMMOCTh U
oO1recTBeHHass MOTpeOHOCTh B 3amuTe MHpopmaruu. MHpopmaius Kak 0ObEeKT
npaBoBoii 3anUThl. CyITHOCTH, 00IIee COACpKAHUE U 1IeTIU 3aIUThl HH(pOpMAaIuu.
[IpaBoBOE perynupoBaHHe BOIPOCOB 3amuThl HHGopManuu. MHbopmalmonHbie
BOIHBI, UH(POPMAITMOHHOE OPYkKUE U MHHOPMAIIMOHHBINA TEPPOPU3M.

Tema 2. Oowaa xapakmepucmuxka cpeocmeé u Memooos 3auumsl UHGOpMayuu
OCHOBHBIE  TPUHIMIBI  pealu3alldd  CHUCTEM  3alluThl  WH(OpMaIuu.
Knaccuduxkanus u o6miast XxapakTepucTiKa OCHOBHBIX METOJIOB U CPEJICTB 3aIUTHI
uH(pOpMaIK B KOMITBIOTEPHBIX cuUcTeMaX. OpraHu3alMOHHBIE MEPOIPUSATHS TI0
3amure uHpopmaruu. TpeOGoBanus K cUCTeMaM 3aluThl  HUH(POpPMAIIUU.
[TocTpoenune monmutuk 6e3omacHoctu. Haznauenue u 3amauu ciryx 0 6€30MacHOCTH.
MexayHapoHble W TOCYAapCTBEHHBIC CTaHAApThI Oe3omacHOCTH. [loBbIieHME
AKCIUTyaTallMOHHON HAJEKHOCTH KOMIBIOTEPHBIX cucteM. KoHTpoas cOoeB u
OTKa30B B pabore oOopymoBaHusi. PesepBupoBaHuME TEXHUYECKUX CPEJCTB.
[TomexoyctoitunBoe koaupoBanue. Komapl, 0OHapyKMBAIOIINE U HCIPABIISIIONINE
omuOku. 3amuTa WHOOPMAIMU OT YTEUKH IO TEXHHUYECKHM KaHajaam. 3aruTa
uHQOpMAIIM B KOMIBIOTEPHBIX  CHUCTEMaX OT HECAaHKIIMOHWPOBAHHOTO
BMEIIATEIHCTBA. MHOTOYPOBHEBAS 3aIIUTAa KOPIIOPATHBHBIX CETEH.

Tema 3. Cucmemmubiii ananuz yepo3 6e30nacnocmu 8 KOMNbIOMEPHBIX CUCMEMAX
KoMmmbroTepraple cucteMbl Kak 00BeKT 3amuThl. ComepikaTenbHas CYITHOCTH
samuthl KC: uctounuku, pucku u Gpopmer atak Ha nHDopmaruio. CTpyKTypHBIE U
dbynakmonanpHbie KoMnoHeHT KC, Hyxmaromuecs B 3ammre. Kimaccudukamms
yrpo3 uHpopManuoHHOW Oe3omacHocTH. CrydaiiHble Yrpo3bl: OTKas3bl, cOOWH,



OmuOKHA, AaBapuUiHBIC CHUTyallud, TMOOOYHBIC BIUSHUS BHEIIHEH CpPEJbI.
[IpennamepeHHsIe yIpO3Bl, 3JIOYMBIILIJICHHBIC JNENUCTBUS JIOJIEH.
Camopenpoayupyromuecs BpeJOHOCHbIE MIPOrPaMMBI.

Tema 4. Ocnoguvie Knaccvl npocpamMmublx OWUOOK 6 pAa3IUYHLIX Cpeoax
UCNONIHEeHUsl U A3bIKAX NPOSPAMMUPOGAHUS U GbLMEKAouwue U3 2mMo2o munbsl
VA36UMOCU

OmmOKM KaKk OCHOBHOW WCTOYHHK YSI3BHUMOCTH HWH(MOPMAIMOHHBIX CHCTEM.
Knacundukanuss Hanbonee TUOWYHBIX KIACCOB OIIMOOK Uil  HaumbOoJliee
pacnpocTpaHeHbIX TexHoaorui cozaanus 110.

Tema 5. Owubru  knacca  "Bufferoverflow” —u  ux  akcnayamayus
Vkazarenp CTe€Kka UM IEPENOJHEHHE aBTOMATHYECKMX MACCHUBOB. 3aIlyCK
ynanenHoroShell. CeteBoe ucnojiHeHHE aTak Ha mepenojHeHue Oydepa. Uepsb
Moppuca.

Tema 6. Vazsumocmu 6 unmepnpemupyemoix s3zvikax muna "unvexkyusa"
PHP-unbekuuu. SQL-unbekiuu.

Tema 7. Knaccor amax DoS u DDoS. Memoowvl 6opv6st ¢ DoS- u DDoS-amaxamu
Ilena oTkaza B 0OCIyKMBaHUSI peajbHbIX MHPOPMALMOHHBIX cuUcTeM. CrnocoObl
NPOBEJICHUS aTak Ha OTKa3 B oOcmyxuBaHuu. brokupoBanne TunuaHbIxDos-aTak
Ha YpOBHE OoIepannoHHON cuctembl. MeTo bl 60pbs0bI ¢ DoS- 1 DDoS-arakamu.
Tema 8. Ouwubku 6 npoepammnom obecneuenuu muna RaceCondition u
IKCNIYamayusi 3moeo Kuacca oumubox

Oco0eHHOCTH OIIMOOK B MapaJljieNbHBIX nMporpamMmax. [Ipo6iieMbl HCTIOIb30BAHMS
BpeMEHBIX (alioB i cMHXpoHu3aluu nporpamMm. Ommoku tuna RaceCondition
B szipe (Ha mpumepe OC Linux).

Tema 0. Kpunmoepaguueckue  memoowt 3auumol uHgpopmayuu
BBenenne B kpunronoruto. Hctopuueckuid  0030p. Kpunrorpagus u
kpuntoaHanu3. Kpunrorpadpuueckue wmogenu. I[loHsATHE KPUNTOCTOMKOCTH
CUCTEMBI 3alUThl MHGOpMANMKU. AJNTOpUTMBI MU(pPOBaHUSA. AJNTOPUTMBI
ayTeHTU(UKaIMU TTosb30BaTenel. Bruteforce u pagyxHbie TaOIHIIBL.

Tema 10. RAID-cucmemul PA3TUYHBIX ypogHeli (0,1,5,10,50)
3amura wHOpMAIMU OT amnmapaTHbIX cOOEB W OTKa30B 00OpYIOBaHUS
buzndecknx Hocurenend. RAID-cucremsl paznmuunbix yposaei (0,1,5,10,50).

Tema 11. 3awuma mna yposHe 0060py0o6aHus U ONEPAYUOHHOU CUCHIEMbL
Peanu3anus MexaHu3Ma CHUCTEMHBIX BBI3OBOB JUIsl apxuTekTyphl [A-32 (i386).
Peanuzamus momnmepkku 3ammThl mamsaTd B coBpemeHHblx OC. Monenu
6e3onacHoctu ocHOBHBIX OC. Cuctembl kouTpois npoctyna OC. MexceTeBoit
skpaH. BuprtyanpHbie dYacTHbIE ceTH W uX Oe3omacHOcTh. [Iporpammuoe
o0ecnieyeHre Ui 3alldThl OT BPEIOHOCHOTO MPOrpaMMHOr0 oOecreueHusl.
HenpepriBHOE U mepruoindeckoe pe3epBUPOBaHNE JAHHBIX.



Tema 12. Ilpunyunsr pabomel u HazHaueHue 2unepsusopd. 3awuma npu nOMouju
BUPMYATILHBIX MAUUH

[Mpunuuner paboTel W Ha3HAYCHHE THIEPBU30pA. 3aluTa MPH T[OMOIIU
BUPTYaJIbHBIX MallIUH.

Tema 13. Memoowr cospemennoti kpunmoepaguu. Cmanoapmer AES u I'OCT,
cmpyKkmypa 6a308vlx ancopummos.

Meronbl coBpemenHnoi kpunrtorpaduu. Cranmaptel AES u I'OCT, crpykrypa
0a30BBIX AITOPUTMOB.

5.1. Conepxxanue TUCHMILUIUHBI 10 BUAAM 3aHATHI

5.1.1. Jlekuuu
Pasnen HazBanue geknuu Kom-Bo
JTUCITUTUTUHBI 4acoB
(Tema)
Tema 1. |O6mue Bompockl HHGOOPMAIIMOHHON 0€30MaCHOCTH 1
Tema 2. |OO1as xapakTEPUCTUKA CPEJICTB U METOOB 3aLTUTHI
nHpopMau
Tema 3. |CucreMubIil aHaM3 yrpo3 0€30MMaCHOCTH B 1

KOMIIBIOTCPHBIX CUCTCMax

Tema 4. |OcHOBHBIE KJIaCCHl TPOrPAMMHBIX OIIMOOK B Pa3IMUHbBIX 1
cpellax UCIOJHEHHUS U A3bIKaX MPOrpaMMHUPOBAHUS U
BBITEKAIOIIHNE U3 3TOTO TUIIBI YA3BUMOCTH

Tema 5. |Ommoku kinacca "Bufferoverflow" n ux skcrnyaranms 1

Tema 6. |YA3BUMOCTH B HHTEPIIPETUPYEMBIX S3bIKAX TUIA 2
"UHBEeKINA"

Tema 7. |[Knaccer atak DoS u DDoS. Metozasl 60ps0b1 ¢ DoS- 1 2

DDoS-arakamu

Tema 8. |OmuOku B mporpaMMHOM 00€CTIEYEHUU THUIIA 2
RaceCondition u 3KcIuTyaTaIys 3Toro Kiacca omuodok

Tema 9. (Kpunrtorpapuueckue MeTobl 3alIUTH HHPOPMALIUU

Tema 10. |RAID-cucrems! paznuunbix ypoBHei (0,1,5,10,50) 1




Tema 11. |3anura Ha ypoBHE 000pYyI0BaHUS U ONEPALIMOHHON 2
CUCTEMBbI
Tema 12. |[IpuHuune! pa®boThl ¥ HA3HAUYEHUE TUTIEPBU30OPA. 3alIUTa 2
MIPY TOMOIIM BUPTYaJIbHBIX MAIlIUH
Tema 13. |Mertoas! coBpemenHo kpunrorpadguu. Ctangaptel AES 2
u 'OCT, ctpykTypa 6a30BbIX aJrOPUTMOB.
Utoro| 20
5.1.2. IlpakTuveckue 3aHATHS (CEMUHAPDI)
He npenycmoTpeno nporpammoit
5.1.3. JIabopaToOpHbIi NPAKTHKYM
Paznen HazBanue nadopatopHoit paboThI Kon-Bo
JUCHUTUTAHBI 4acoB
(Tema)
Tema 3. |3HAKOMCTBO C IPAKTUYECKUMU METOAAMH aHAJIN3a Yrpo3 4
oe3omacHoctu UC
Tema 4. |/lemoncTpauus cBszu "ommobka BI1O - ya3BUMOCTB 4
cuctemsl"
Tema 5. |/[eranpHOe n3yuenne mexanusma Bisoma [104gepe3 4
nepenoiHenue o0ydepa C-nmporpamMmbl
Tema 6. |/leTtanbHOe U3yueHue Mexanusma B3iaoma I10 gepes 4
PHP- u SQL-unbekiun
Tema 7. |[IpoBeaenne DoS-ataku Ha WEB-cepBep 4
Tema 8. |M3yuenue skcmutyaTanuii ommOku RaceCondition 4
Tema 9. |Co3gaHue 3aUIMILIEHHOTO COEUHEHUS U OOMEH 6
3amu(pPOBAaHHBIMU JAHHBIMU C TOMOUIBIO
CUMMETPUYHBIX U1 aCUMMETPUYHBIX aJITOPUTMOB
(P POBAHUS
Tema 11. |Opranu3zanus 3alIMIIIEHHBIX KAHAJIOB CBSI3H C 6
ycnoJib3oBanueM VPN-TexHonoruii; 3ammra nepumMerpa
C UCIOJIb30BAaHUEM MEKCETEBBIX IKPAHOB
Tema 12. |OcBoeHHE TEXHOJOTHH BUPTyaIU3aluu 000pYyI0BaHUS 4
HUroro| 40
5.2. CamocTosiTesibHasi padoTa CTY/JA€HTOB
Paznen Bun HasBanwue (conepsxanne) padotsi| Kon-Bo
JUCHUIUIAHBI | CAaMOCTOSITEIbHOM 4acoB




(Tema) paboThl
Tema 4 CamocrositennibHOe  |MI3ydyeHHe mOCieACTBUM 17
U3y4YCHHE MPOrPaMMHBIX OIIMOOK JIs
6e3omacHOCTH HH(DOPMAITMOHHOU
CUCTEMBI
Tema 3 CamocrostenbHoe  [M3ydyeHue npuMepoB ycnemnsix | 17
U3y4YeHUe aTak Ha pa3JIMuHbIC
MH()OPMAIIMOHHBIE CUCTEMBI O
MaTtepuagaM OTKPBITHIX
HMCTOYHUKOB
Tema 8 CamocrostenbHoe  [M3ydeHue npumMepoB 18
U3Yy4YCHHE MPOBEJICHUS U METOJI0B OOPHObI
C aTakaMH Ha OLIMOKHU
CUHXPOHM3ALINH NapajlIeIbHbIX
MIPOLIECCOB
Tema 7 CamocrostenbHOe  [M3ydeHre nNpUMepoB 17
U3y4YeHUe MIPOBEICHUS U METOJ0B OOPHOBI
C aTakamMH Ha OTKa3 B
00CITy>KUBaHUU
Tema 11 CamocrositennibHOe  |MI3ydueHHEe MEXaHU3MOB 18
U3y4YCHHE MHOTOIOJIb30BATEIbCKOM
3amuThl Ha ypoBHe OC (Ha
npuMepe UCXoaHbIX TekcToB OC
Linux)
Tema 6 Jlomaninee 3ananue |/letanbHblil pa3dop u 17
AKCIIEPUMEHTHI C OIITHOKaMHU
Tumna "uHbpeKnug"
Tema 5 JlomarHee 3aganue |JleTaibHBIN pa30oop u 17
HKCIIEPUMEHTHI C OITMOKaMU
Tuma "nepernoiaHenue Oydepa"
Tema 9 CamocrosarenbHoe  |MI3yueHue COBpEMEHHBIX 18
H3y4YeHUe KpUTITOTpadhuIeCKux
aJITOPUTMOB U CUCTEM
Tema 12 CamocrosarenbHoe  |(OCBOEHUE TEXHOJIOTUN 17
U3y4YeHUe BUPTYyaIU3aINH U €€
MIPUMEHEHHUE JIJIS 3alUTHI
WH()OPMAIIMOHHBIX CUCTEM
Uroro| 156




6. Texkymmii KOHTPOJIb YCIIEBA€MOCTH M IIPOMEKYTOYHAS aTTeCTAIUS
6.1. Tekymuii KOHTPOJIb yCIIEeBAeMOCTH

6.1.1.
o IIpoBepka qomMamIHUX 3aJaHUM.

KonTpoJb camocTosiTeIbHOI padoThl CTYICHTOB

+ IIpoBepka roTOBHOCTH CTYJEHTOB K BBIIIOJIHEHUIO J1a0OPATOPHBIX PadoOT.

6.1.2.

Texkymuii KOHTPOJIb 3HAHUH CTYICHTOB

Texymmii koutposib 3HaHu# (TK3) crynenros

(B yacel 1aOOPATOPHOTO MPAKTUKYMA)

Paznen nucimninHel Conepxanue TK3 Kon-Bo
(Tema) 4acoB
Temsr 3,4,7,8,9,11,12(0O11eHKa ypOBHS TOHUMAHUS 14
[MPOMJICHHOT 0 MaTepuania
Temni 5,6 OneHka ypoBHS TOHUMAaHHUS 6
MEXaHH3Ma aTaKu

6.3. @OH OLIEHOYHBIX CPEICTB

ITacopt GoHIa OLIECHOYHBIX CPEACTB

KouTtponupyemblie paziensl (TEMbI)
JTUCUUTUTAHBI

HaumMeHnoBaHMe OLIEHOYHOTO CPEACTBA U
KOJIbI KOHTPOJIMPYEMBIX KOMIIETEHIINI

Tewma 1. O6mre Borpocs
WH(OPMAITMOHHON O€30MaCHOCTH

[IpomesxxyTounas arrectauusa (OK-11, OK-
12, OK-13, OK-3, OK-4, OK-5, OK-6,
OK-8, TIK-1, I1K-2, [1K-4, T1K-5, T1K-6)

Tewma 2. O6m1ast xapakTepuCTHKA
CPEJIICTB ¥ METOJIOB 3aIIUThI
uHbOopMaIuu

[Ipomexytounas arrectanusa (OK-11, OK-
12, OK-13, OK-3, OK-4, OK-5, OK-6,
OK-8, TIK-1, I1K-2, I1K-4, T1K-5, TTK-6)

Tema 3. CucTeMHBIN aHANIU3 YIpo3
0€30MacHOCTH B KOMIBbIOTEPHBIX
cucTemMax

CobecenoBanne (OK-11, OK-4, OK-5,
OK-8)

[IpomexxyTounas arrectauusa (OK-11, OK-
12, OK-13, OK-3, OK-4, OK-5, OK-6,
OK-8, TIK-1, I1K-2, [1K-4, T1K-5, T1K-6)

Tema 4. OcHOBHBIE KJIACCHI
MIPOTPAMMHBIX OIITMOOK B PA3IUUHBIX
cpeliax UCIOJHEHUS U S3bIKax
MPOrpPaMMUPOBAHUS M BHITEKAIOIINE
W3 3TOTO TUIIbI YI3BUMOCTH

Cobecenoanue (OK-11, OK-12, OK-13,
OK-5, OK-8)

[Ipomexytounas arrectanusa (OK-11, OK-
12, OK-13, OK-3, OK-4, OK-5, OK-6,
OK-8, TIK-1, I1K-2, I1K-4, T1K-5, T1K-6)

Tema 5. OmubOku Kiacca
"Bufferoverflow" u ux skcrnyaranus

TBopueckoe 3ananue (OK-11, OK-12, OK-
6, OK-8, I1IK-4, I1K-5, [1K-6)
[IpomexxyTounas arrectauusa (OK-11, OK-
12, OK-13, OK-3, OK-4, OK-5, OK-6,




OK-8, TIK-1, TIK-2, TIK-4, TTK-5, TTK-6)

Tema 6. YI3BUMOCTH B
WHTEPIPETUPYEMBIX SI3bIKAX THIIA
"UHBEKIU"

Jloknan, coobmenue (OK-3, OK-6, T1K-2,
[1K-4, I1K-5)

[Ipomexytounas arrectanusa (OK-11, OK-
12, OK-13, OK-3, OK-4, OK-5, OK-6,
OK-8, I1K-1, I1K-2, TIK-4, ITK-5, I1K-6)

Tema 7. Knaccel atak DoS n DDoS.
MeTtonbl 60ps0bI ¢ DOS- 1 DDoS-
aTakaMu

CobecenoBanne (OK-13, OK-4, I1K-1,
[1K-2, I1K-6)

[Ipomexytounas arrectanusa (OK-11, OK-
12, OK-13, OK-3, OK-4, OK-5, OK-6,
OK-8, I1K-1, I1K-2, TTK-4, TTK-5, I1K-6)

Tema 8. Ommbku B mporpaMMHOM
obecrnieuenuu tuna RaceCondition u
HKCILTyaTalusi 3TOTO Kjiacca OO0k

Cobecenoanue (OK-6, I1K-2, T1K-4, ITK-
5)
[Ipomexytounas arrectauusa (OK-11, OK-
12, OK-13, OK-3, OK-4, OK-5, OK-6,
OK-8, TIK-1, I1K-2, I1K-4, T1K-5, T1K-6)

Tema 9. Kpunrorpadguueckue MeTOabl
3aIUTHl HTHPOPMAIIUU

CobecenoBanne (OK-11, OK-13, OK-4,
OK-8, TIK-2, [1K-4, T1K-5, T1K-6)
[IpomexxyTounas arrectauusa (OK-11, OK-
12, OK-13, OK-3, OK-4, OK-5, OK-6,
OK-8, TIK-1, I1K-2, [1K-4, T1K-5, T1K-6)

Tema 10. RAID-cucrems! pa3indHbIX
yposseii (0,1,5,10,50)

[Tpomexytounas arrectanus (OK-11, OK-
12, OK-13, OK-3, OK-4, OK-5, OK-6,
OK-8, TIK-1, I1K-2, I1K-4, T1K-5, T1K-6)

Tewma 11. 3amura Ha ypoBHE
000pyI0OBaHMS U ONIEPALIUOHHON
CUCTEMBI

Cobecemonanne (OK-11, OK-12, OK-13,
OK-4, TIK-1, [1K-2, [1K-6)
[IpomexxyTounas arrectauusa (OK-11, OK-
12, OK-13, OK-3, OK-4, OK-5, OK-6,
OK-8, TIK-1, I1K-2, [1K-4, T1K-5, T1K-6)

Tema 12. IIpuniumnsl paboTel U
Ha3HAYEHUE TUIIEpBU30pa. 3allnTa
MPY MIOMOIIIM BUPTYaIbHBIX MAIINH

Cobecenoanue (OK-12, OK-4, T1K-2,
[1K-6)

[IpomesxyTounas arrectanus (OK-11, OK-
12, OK-13, OK-3, OK-4, OK-5, OK-6,
OK-8, TIK-1, I1K-2, [1K-4, T1K-5, T1K-6)

Tema 13. MeToabl COBpEMEHHOMN
kpunrorpaduu. Ctannaptel AES u
['OCT, cTpykTypa 6a30BBIX
JITOPUTMOB.

[Tpomexytounas arrectanus (OK-11, OK-
12, OK-13, OK-3, OK-4, OK-5, OK-6,
OK-8, TIK-1, I1K-2, [1K-4, T1K-5, T1K-6)




OueHoYHbIE CPeACTBA VIS TeKylIel aTTecTaluu

Jloxkaan, cooOeHne

1. loxnax na temy "/leTanbHbIil pa3dop M SKCHEPUMEHTHI ¢ OMIMOKAMU THUIIA

"uabekmusa""

Kpumepuit oyenxu.Ha BBICTYIZIEHME OAHOTO CTyaeHTa oTBoautTcs S5-10
MUHYT.  lIpoBepsromnii  ONEHHMBAET  KOPPEKTHOCTb  M3JIOKEHHOU
uH(opMaIK, OJTHOTY U3JI0KEHUS U TIIyOUHY TPOPa0OTKU PaCCMOTPEHHOM
TteMbl. [lo pe3ynpTaTaM [Ooknaga CTYIEHT Moiy4yaeT ouneHky ot 0 mo 6
6amnoB. OcBoeHHE KOMIETCHIIMH 3aBHUCHUT OT TIOJYYCHHOW OIEHKH: 5-6
0aJI0B - KOMIIETEHLIUH CYUTAIOTCS OCBOEHHBIMHU Ha MPOABUHYTOM YpPOBHE;
3-4 - KOMIIETEHIIMM CYHUTAIOTCS OCBOCHHBIMH Ha 0a3oBoM yposue; 0-2 -

KOMIICTCHIIMH CUHUTAIOTCA HEC OCBOCHHBIMM.

CobecenoBanue

1. CobGecenoBanne Ha TeMy "M3ydeHue mNpuUMEpPOB aTaKk Ha pPa3IHYHbIE
UH(OPMAIIMOHHbIE CUCTEMBI"
Kpumepuii oyenxu.Ha cobecenoBanue otBogutcs 45 MunyTt. CTyaeHTy
npejyiaraercss 6 BONPOCOB, HAa OCHOBE KOTOPhIX OH  H3jaraer
IIOJITOTOBJICHHBIM ~ MAaTEpUa II0 MOCTaBJICHHOM TeMe. M310xKeHHBIN
Marepuan oreHuBaeTcs 1o mkage or 0 go 6 OamwioB. OcBoeHue
KOMIIETCHIIMHA 3aBUCUT OT pe3ysibTaTa cobecenoBaHus: 5-6 OamioB -
KOMITETCHIIMM CYHUTAIOTCSI OCBOCHHBIMM Ha MPOJABHHYTOM YpoBHE; 3-4 -
KOMIIETEHIIMM CYMTAIOTCA OCBOCHHBIMM Ha ©0a3zoBoMm ypoBHe; 0-2 -
KOMIIETEHIIUN CYUTAIOTCS HE OCBOCHHBIMH.

2. CobecenoBanue Ha Temy "M3ydeHue MmocieacTBUil MPOrpaMMHBIX OIIMOOK
U1t 0€30MacHOCTH MH(OPMAIIMOHHON CUCTEMBI"
Kpumepuii oyenxu.Ha cobecenoBanue otBoautcs 45 muHyT. CTylneHTY
npeaiaraercss 6 BONPOCOB, HAa OCHOBE KOTOPbIX OH  H3Jaraet
IIOArOTOBJIEHHBIA ~MaTepuall 10 [OCTaBJIEHHOM Teme. M310KeHHbIN
MaTepuasn oieHuBaeTcs mno mkame or 0 mo 6 OammoB. OcBoeHue
KOMIIETEHIIMA 3aBUCUT OT pe3yjibTaTa coOecefoBaHus: 5-6 0amioB -
KOMIIETEHIIMM CUMUTAIOTCS OCBOCHHBIMM Ha MPOIABUHYTOM YpOBHE; 3-4 -
KOMIIETEHIIMM CYUTAIOTCA OCBOEHHBIMM Ha ©0a3zoBom ypoBHe; 0-2 -
KOMIIETEHIIUN CUYUTAIOTCSI HE OCBOCHHBIMH.

3. CobecenoBanne Ha TeMy "M3ydeHwe mpuMepoB MPOBEIACHUS U METOJOB
O0pBOBI C aTaKaMU Ha OTKAa3 B OOCITYKUBaHUU"
Kpumepuii oyenxu.Ha cobecenoBanue otBomutcs 45 munyt. CTyaeHTy
npemyiaraercss 6 BONPOCOB, Ha OCHOBE KOTOPbIX OH  H3Jaraer
MOArOTOBJIICHHBIA ~MaTepuall IO MOCTAaBICHHOM Teme. M31m0KeHHbIN
MaTepuan oreHuBaeTcs 1o mkame or 0 mo 6 OammoB. OcBoeHHE



KOMIIETEHLIMH 3aBUCUT OT pe3ylbraTta cobecenoBanus: 5-6 OamioB -
KOMIIETEHIIMM CYMUTAIOTCSI OCBOCHHBIMM HA MPOJABUHYTOM YypoOBHE; 3-4 -
KOMIIETEHLIUM CYMTAIOTCA OCBOCHHBIMH Ha 0a30BoM ypoBHe; 0-2 -
KOMIIETEHIIUY CUYUTAIOTCSI HE OCBOCHHBIMH.

CobOecenoBanne Ha Temy "M3ydeHHe NpUMEpPOB MPOBEACHHUS U METOJOB
O0pbOBI C aTaKaMU Ha OIIMOKH CUHXPOHHM3ALUU MTapajlIeIbHbIX MPOLeccoB”
Kpumepuii oyenxu.Ha cobecenoBanune otBogutcs 45 munHyT. CTyaeHTy
npennaraercss 6  BONPOCOB, HAa OCHOBE KOTOPBIX OH  HM3JIaraeT
MOATrOTOBJICHHBIA MaTe€puall MO MOCTaBICHHOM Teme. M310KeHHbIN
MaTepuasl oleHuBaeTcs no mkame or 0 go 5 OamnoB. OcBoeHue
KOMIIETEHIIMIA 3aBUCUT OT pe3yibTaTa colecenoBaHus: 5 OaioB -
KOMIIETCHI[MM CYHUTAIOTCSI OCBOCHHBIMM Ha MPOJABUHYTOM YypoBHE; 3-4 -
KOMIIETCHIIMM CYMTAIOTCA OCBOCHHBIMH Ha 0a3oBoM ypoBHe; 0-2 -
KOMITETCHIIUN CYUTAIOTCS HE OCBOCHHBIMH.

CobecenoBanne Ha TeMy "H3ydeHHe COBPEMEHHBIX KPHUOTOIpaPUUECKUX
aJTOPUTMOB U CUCTEM"

Kpumepuii oyenxu.Ha cobecenoBanue otBogutcs 45 MunyTt. CTyaeHTy
npennaraercss 6  BONPOCOB, HAa OCHOBE KOTOPBIX OH  HM3JIaraeT
[OJITOTOBJIEHHBIM ~MaTE€pUal II0 TMOCTaBJICHHOW TeMe. W3I10KeHHbIN
Marepuan oreHuBaeTcs 1o mkage or 0 go 6 OamwioB. OcBoeHue
KOMIIETCHIIMHA 3aBUCUT OT pe3ysibTaTa cobecenoBaHus: 5-6 OamioB -
KOMITETCHIIMM CYHUTAIOTCSI OCBOCHHBIMM Ha MPOJABUHYTOM YypoBHE; 3-4 -
KOMIIETEHIIMM CYMTAIOTCA OCBOCHHBIMM Ha ©0a3zoBoMm ypoBHe; 0-2 -
KOMIIETEHIIMN CUYUTAKOTCS HE OCBOCHHBIMH.

CobecenoBanne Ha Temy "M3ydeHue MEXaHM3MOB MHOTOIOJIb30BATEIbCKOM
3anuThl Ha ypoBHe OC"

Kpumepuii oyenxu.Ha cobGecenoBanue otBoautcss 45 munyT. CTyaeHTy
npeaiaraercss 6 BONPOCOB, HAa OCHOBE KOTOPbIX OH  H3Jaraet
IIOArOTOBJIEHHBIA ~MaTepuall MO IMOCTaBJIEHHOUW Teme. M310KeHHbIN
MaTepuasn oieHuBaeTcs mno mkame or 0 mo 5 OammoB. OcBoeHue
KOMIIETEHIIMA 3aBUCUT OT pe3yjibTaTa cobOeceloBaHusA: 5 OawioB -
KOMIIETEHIIMM CUMUTAIOTCS OCBOCHHBIMM Ha MPOIABUHYTOM YpOBHE; 3-4 -
KOMIIETEHIIMM CYUTAIOTCA OCBOEHHBIMM Ha 0a3zoBom ypoBHe; 0-2 -
KOMIIETEHIIUN CUYUTAIOTCSI HE OCBOCHHBIMH.

CobGecenoBanne Ha TeMy "OCBOEHHE TEXHOJIOTMHM BHUPTyaJIU3alliud U €e
IpPUMEHEHUE IS 3aIUThl THHOPMAIIMOHHBIX cUCTEM"

Kpumepuii oyenxu.Ha cobecenoBanue otBomutcs 45 munyt. CTyaeHTy
npemyiaraercss 6 BONPOCOB, HA OCHOBE KOTOPBIX OH  H3Jaraer
MOArOTOBJIICHHBIA ~MaTepuall IO MOCTAaBICHHOM Teme. M31m0KeHHbIN
MaTepuan oreHuBaeTcs 1o mkame or 0 mo 6 OammoB. OcBoeHHE



KOMIIETEHIIMI 3aBUCUT OT pe3yjibTaTa coOecefoBaHus: 5-6 0amioB -
KOMIIETCHIIUM CUYUTAIOTCSI OCBOCHHBIMH Ha MPOJIBUHYTOM YypoBHE; 3-4 -
KOMIIETEHLIUM CYMTAIOTCA OCBOCHHBIMH Ha 0a30BoM ypoBHe; 0-2 -
KOMIIETEHIIUY CYUTAIOTCA HE OCBOCHHBIMH.

TBopueckoe 3aganne

1. TBopueckoe 3amanue "JleTanbHbIl pa3d0p M AKCIEPUMEHTHI C OIIMOKAMHU
Tumna "nepemnoiaHenue Oydepa"
Kpumeputi oyenxu.CTyIeHT NOKEH pean30BaTh MPOrPAaMMHBIN IPOEKT,
JOTIOJIHUTh €r0 TOSCHUTEIBHON 3alMCKOM M BBICTYIUTH C OTYETOM O
npojenaHHon padore. OLeHKe MOAJIEKUT KaK KOPPEKTHOCTh BBITIOJHEHHON
paboThI, TaK U CTENEHb TBOPUECKOr0 MoaxoAa cTyieHTa. Ecinu padora Obuia
BBINIOJIHEHA HEKOPPEKTHO, CTYyAEHT noiydaer ( OamioB, a KOMIETEHUUU
CUUTAIOTCS] HE OCBOCHHBIMU. B ciiydyae Haauyus HE3HAUUTEIbHBIX OIIMOOK B
npojeNaHHol pabote, cryaeHT mnoiaydaet 1 Oami. Eciu  ommbOku
OTCYTCTBYIOT, CTYACHT moJiydaeT 2 Oaya. [Ipu KOppeKTHO BBIMOJHEHHOM
paboTe cTeneHb TBOPUYECKOro nojaxoa ouenusaetcs ot 0 qo 2 6amnos. [lpu
cymMe 6auioB OT 1 10 2 KOMIIETEHIIUHU CUUTAIOTCS OCBOCHHBIMHU Ha Oa30BOM
ypoBHe. Ilpu cymme ot 3 10 4 Oa/uiIOB KOMIIETCHIIMHW CUUTAOTCS
OCBOEHHBIMHU Ha MPOJABUHYTOM YPOBHE.

OueHouHbIE CPeACTBA IS IPOMEKYTOYHOM aTTecTAlNU

1. Bompocsl k 3k3aMeHy
Kpumepuii oyenxu.PesynbpraT onieHuBaercs no mkaie ot 0 1o 20 6ayios: -
18-20 6as0B - KOMIIETEHIIMM CUMTAIOTCS OCBOCHHBIMH Ha BHICOKOM YPOBHE
(omenka "ornuuHo"); - 15-17 OGa/sioB - KOMIIETEHIIMM CUUTAKOTCS
OCBOCHHBIMHU Ha TIPOJIBUHYTOM YpOBHE (olieHKa "oTimuHo"); - 11-14 Gamios
- KOMIIETEHIIMM CYUTAIOTCI OCBOCHHBIMU Ha 0a30BOM YypOBHE (OlLIEHKa
"xopomio"); - 8-10 GamIoB - KOMIETEHIIMH CYUTAIOTCS OCBOCHHBIMHM Ha
yIOBJICTBOPUTEIIBHOM ypoBHE (olleHKa "ypoBieTBoputenpHO"); - 0-7
0amiIoB -  KOMIETEHIIMM  CUMTAIOTCS HE  OCBOEHHBIMH  (OLIEHKa
"HEYIOBJIETBOPUTEIHHO").

/. Y4eOHO-MeTOAMYeCKOe o0ecneuyeHne 1 CIUIIHHbI

7.1. OcHoBHas TUTEpaTypa

1. CoerueB, 0. H. OcnHoBel wuHbOpManmoHHOW Oe3omacHOCTH. Y4eOH
[OnexTpoHHBI pecypc] : mpaktuueckoe mnocobue / FHO. H. Ceiue. - M.:
EBpasuiickuil oTKpbIThIA HHCTUTYT, 2010. - 328 c.

2. Aymut nHGOPMAIIMOHHON 0€30MaCHOCTH OPraHOB MCIOJHUTEILHON BIACTH
[DnexTpoHHBIN pecypc] : yaeOHoe mocobue / B. U. ABepuenkos, M. HO. PriToB,
A. B. KyBbikiiun, M. B. PynanoBsckuil. - M.: ®nunra, 2011. - 100 c.



3. HNudpopmarnmonnast 6€30macHOCTh OTKPBITHIX cucteM T.2: CpeacTsa 3aliuThl
B ceTsax. / 3ameunukoB C.B., Munocnasckas H.I'., Toncroit AU. u np - M.:
[opstuas nuaus- Tenexkom, 2008

4, Spouknn B.M. Wudopmanuonnas 0e3omacHOCTh :y4el. A By30B. - M.:
Axanemuueckwnii mpoekt, 2005

7.2. lonoJHUTeIbLHAS JIUTEpPaTypa

1. H.Cmaprt Kpunrorpadus. Texnocdepa, 2005 - 528c.

2. 1.CxmsipoB  UckyctBo 3ammTel U B3noma wuHpopmammu. BXB-IletepOypr,
2004 - 288c.

3. CKopr Teopernyeckue ocHOBHI 3amuThl nHGopMaruu. ['enmnoc-APB, 2004 -
240c.

4. HuzamytauHoB M. TakTuka 3alllUThl W HamaJeHUs Ha Wweb-TpuiIoKeHus.
BXB-IletepoOypr, 2005 - 432c.

5. I'perXornana, 'apu Mak-I'poy B3nom nmporpamm: aHanu3 v nNpuMepsl Koja.
Bunesamc, 2005 - 400c.

6. U. JI. Mensenosckuii, b. B. Cembsinos, /I. I'. Jleonos, A. B. Jlykankuii Ataka
u3 Internet. COJIOH - P, 2002 - 368c.

7. Anexceit ['ynpTsieB BuprtyanbHbie MammHbl. HeECKOJIbKO KOMIIBIOTEPOB B
onnoMm. Ilutep, 2006 - 224c.

8. Omudep B. I'., Omudep H. A. CereBble onepaliOHHbIE CUCTEMbI: YUEeOHUK
st By3oB. [lutep, 2006 - 544c.

7.3. Ilepuoanyeckue u3IaHusA

1. bezonacHocTh nHGOPMAIMOHHBIX TeXHOJOoTH. MUDU,

2. Undopmarmonnas 6e3omacHocTh. ['poTek,

3. 3amura nuaopmarnuu. Mucaiin. M3patensckuit noma "Aduna",

7.4. Pecypcol UuTEpHeT

1. TexcTbl TOCYIApCTBEHHBIX KOHIIENTYaJbHO-CTPATETMUECKUX  JIOKYMEHTOB,
3akonoB P®, P/ I'octexkomuccun u ®CTOK. (http://fstec.ru/)

2. UudopmarmoHHbIN nopTal 1o 0€30macHOCTH SecurityLab.ru.
(http://www.securitylab.ru/)

7.5. IlporpaMMHoOe o0ecnieyeHmne

Komnunstop a3bika C#

HNurepnperarop s3pika PHP

Boruucnurenu xsm-gyakuuidi mdSsum, shalsum
3amuineHHble CpeICTBA yIaJIeHHOTo A0cTyma ssh
WEB-cepBep

VPN-cepBep u KiueHT

o0k owdE


http://fstec.ru/
http://www.securitylab.ru/

7. DMyIATOpPHI MPOTPAMMHOI0 00ecriedeHHsI pa3INIHbIX IIaT(Gopm

7.6. MatepuaJibHO-TeXHUYeCKas 0a3a

JlabopatopHbie pabOTBI 1O OUCHUILIMHE «3ammTra HWHQOpPMAITUN
IPOBOJATCS B 1abopaTopuax web-TexHomOTHiA u MPUKIIaTHOTO
IpPOrpaMMHUPOBAHUS, OCHAIIEHHBIX NEPCOHAIbHBIMU DBM, 00beIMHEHHBIMU B
JOKAJbHYI0 BBIYUCIUTENBHYIO CETh BYy3a, HEOOXOIUMBIM CHCTEMHBIM U
MPUKIJIATHBIM TPOrPAMMHBIM 00€CTIEYEHUEM.

MarepuanbHO-TEXHUUECKOE oOOecrnedueHne J1adbopaTopuu  MPUKIAJAHOTO
IpPOrpaMMHUPOBAHUs, HEOOXOAMMOE JUIsl BBIMOJTHEHHUS JIa0OPaTOPHBIX padoT IIo
TUCIMIITNHE «3amuTa HHPOPMAIII:

-  KoMmmblOTepHbld  kimacc Ne 1310  (;1aGopaTtopuss — MPUKIAAHOTO
nporpammupoBanus): 15 [I9BM, 00be1MHEHHBIE B JTIOKAIBHYIO BBIYMCIUTEIbHYIO
ceTh Ha 0a3ze BBIACJIIEHHOIO CEepBepa MPHIOKEHUH M web-cepBepa, anmapaTHoe
obecneuenue [19BM: nponeccop IntelOriginal LGA-1155 Pentium G840, OII -
2048Mb DDR3, xéctkuit muck — 500 Gb SATA-III Hitachi, mporpamMmmHoe
obecnieuenne [IIBM: onepanmonnas cuctrema MSWindows 7, uHcTpyMeHTaIbHAS
cpena NetBeans, maker npuknaanaeix nporpamm MSOffice, VisualStudio.net u
Jpyroe nporpaMMHoOe o0ecriedeHne, YKa3aHHOE BBIIIIE,

- KommbproTepHbIH Kiaacc Ne 1312 (nmaGoparopus web-texnomorwmit): 15
[I19BM, o0benuHEHHBIE B JIOKAJbHYIO BBIYMCIUTENbHYIO CeThb Ha 0ase
BBIJIGJICHHOTO CepBepa MpUJIOKeHU u web-cepBepa, ammapatHoe oOecrieueHue
I[I9BM: mpomeccop - IntelPentiumSandyBridge G860, OIT - DIMM DDR 2Gb,
wéctkuit  auck — 250 GbSeagate, nporpammuoe oOecrneuenue I[IDBM:
omeparonHas cuctema MSWindows 7, unctpymenTanbHas cpema NetBeans,
nakeT mnpukiagHeix nporpamMm  MSOffice, VisualStudio.net u ngpyroe
IporpaMMHOE 0OecrieueHne, yKa3aHHOE BbIIIIE.

B kxoMmMmplOTepHBIX Kjaccax UMEIOTCS MYJIbTUMEIUMHBIE CpEeJCTBa:
IPOEKTOPBI, IKPaHbl, HOYTOYKHU.

8. Opranusanusi 00pa3oBaTeJbLHOI0 NMpoUecca AJsl JINI ¢ OTPAHNYEHHbIMU
BO3MOKHOCTSIMH

Opranuzamusi 00pa3oBaTENBLHOIO IMpoIlecca s JUI[ C OTPaHUYCHHBIMH
BO3MOKHOCTSIMU  OCYILIECTBIIIETCSI B  COOTBETCTBHM ¢  «MeToguyeckumu
PEKOMEHAIUSIMU 110 OpraHu3aIi 00pa30BaTEeNbLHOTO MpoIiecca JJIsi UHBAIUIOB U
JUI] C OrPaHUYECHHBIMA BO3MOXHOCTSIMH 37I0POBbS B  00pa3oBaTEIbHBIX
OpraHu3alMsIX BBICHIETO OOpa3oBaHus, B TOM 4YHCJIE€ OCHAIIEHHOCTU
oOpa3oBareiapbHOTO mporecca» MuHHCcTepcTBa 00pa3oBanuss u Hayku PD ot
08.04.2014r. Ne AK-44/058H.

B oOpa3oBarenbHOM Tpollecce UCIHOJB3YIOTCS COLMATbHO-aKTUBHBIC U



pedieKCUBHBIE METOABI 00YUYECHHsI, TEXHOJIOTHH COLIMOKYJIBTYPHOM peaduauranuu
C LeJbI0 OKa3aHHWA MOMOIIM B YCTAHOBJIIEHUU MOJHOLEHHBIX MEXIMYHOCTHBIX
OTHOILIEHUH C APYTUMH CTYACHTAMHU, CO3aHUU KOM(OPTHOTO MCHUXOJIOTHYECKOTO
KJIMMaTa B CTyI€HYECKOW TpyIIIe.

CTyneHTsl ¢ OTPaHUYECHHBIMH BO3MOXXHOCTSIMH 3/I0POBBSI, B OTJIHYHE OT
OCTaJbHBIX CTYJEHTOB, UMEIOT CBOM CHENH(PUIECKHE OCOOEHHOCTH BOCTIPHUSATHS,
nepepabotku  Matepuana. Ilogbop u pa3paboTka y4eOHBIX MaTEpUATIOB
IPOU3BOJIUTCA C YYETOM MHIUBUIYAIBHBIX OCOOEHHOCTEN.

[IpenycMoTpeHa BO3MOXKHOCTh OOy4YE€HHUs MO0 MHIAUBUIAYAIbHOMY Tpaduky,
IpU COCTAaBIIGHUH KOTOPOTO BO3MOXHBI pPAa3jHYHbIE BAapUAHTBHI IPOBEICHUS
3aHATHNA: B aKaJAEMHYECKOM Tpynme © HWHAUBUAYyaJIbHO, Ha JOMYy C
UCTIOJIb30BAaHUEM JIMCTAHIIMOHHBIX 00pPa30BaTENbHBIX TEXHOIOTHA.

9. CnucoK 3K3aMeHANMOHHBIX BONIPOCOB MO IMCHUIJINHE
AHanu3 CUCTEM OITO3HAHUSI.
be3onacHOCTh B pacnpe/ieIieHHbIX CUCTEMAX.
VYrpaBiieHue 10CTyIIOM K CUCTEMaM.
KommbroTepHbie BUPYChl 1 aHTUBUPYCHI.
NudopmarinoHHbIN TEPPOPU3M.
Nudopmarmonnas 6e30macHOCTh KaK MOHSATHE.

No ko

OmmOKM B TPOrpaMMHOM U ammapaTHOM OOCECIEYCHMH KaK OCHOBHOM

UCTOYHUK YSI3BUMOCTEH MH(POPMAIIMOHHBIX CUCTEM.

8. B kakux coBpeMeHHBIX 00nacTsax MHOpMAaTUKKW Haubosee BOCTPEOOBAHBI
CBEJICHMS, pacCMaTpuBaeMbIe B Kypce "nHdopmalmonHas 6€301nacHoCTh"?

9. IIpuBenute npuMepsl TEXHOJIOTHI, KOTOPbIE OEPYT CErOHSI Ha BOOPYKEHUE
U peanu3aliy 3alUIIEeHHbIX KOMIBIOTEPHBIX CUCTEM.

10. Tunmunsie ysa3sumoctu [10, peanm3zoBanHoro Ha sizbike "C".

11. Tunnunsie ys3sumoctu [10, peanuzoBannoro Ha si3bikax PHP/Perl/SQL.

12. Tunnynsie knaccol ysa3sumocteit B koge OC (na mpumepe OC Linux).

13.Ananu3 6e30macHOCTH MPOTPAMMHOIO OOECTEUEHHs MYyTEM HCCIEIOBAHUS
MalIMHHOTO KojAa. Y TriuTa objdump.

14.CtpykTypa acceMOIepHOro KoJia, MOJYYEHHOTO KOMMMIALMEH TUIMYHON
nporpaMMbl Ha s3bike "C". Ykazarenb cTeka M yKazaTellb MHCTPYKLIHMA.
[Tpuniunel ucnons3oBanus ysa3BuMocTeit Tuna BufferOverflow.

15.V43BUMOCTH B MUHTEPIPETUPYEMBIX SI3bIKAX TUMA "MHBEKLIHS .

16.PHP-unbexum.

17.SQL-urbexnumu.

18.Knaccer atak DoS u DDoS.

19.Metozas1 60ps0BI ¢ DoS- 1 DDoS-atakamu

20.Yro Takoe RaceCondition?



21.TToyemy B mapajuIeNbHBIX MTpOrpaMMax MOSIBISETCS HOBBIN THIT ySI3BUMOCTH
M0 CPABHEHHUIO C MTOCJIEA0BATEIbHBIMU TPOrpaMMaMu ?

22.Ha3HaueHre W OCHOBHBIC KJIACChl AJITOPUTMOB IMMU(POBAHUS TaHHBIX.
Kpunrorpadus u kpuntoanaius.

23.PanyxHbie TaOIUIIBL.

24 3amuTta uHpOpMAaIMM OT ammapaTHbIX COOEB M OTKa30B 000OpyAOBaHUs
(pU3HUECKUX HOCUTENEH.

25.RAID-cuctemsl paznuunsix yposaeit (0,1,5,10,50).

26.Peaymm3ausi MeXxaHHW3Ma CHCTEMHBIX BBI30BOB JUIS apXHUTEKTYphl [A-32
(1386).

27.3ammuTa JaHHBIX ONEPAITMOHHON CUCTEMBI OT TIPUKJIATHBIX TIPOTPAMM.

28.1TpuHtumel pabOTHl U HAa3HAYCHHUE THIEPBH30pa. UTO JaeT THIEPBHU30pD B
TJIaHE TTOBBIIICHUS 3aUIIIEHHOCTH KOMITBIOTEPHBIX CUCTEM?

29.AnnapaTtHas MOJJICPKKa peKUMa THUIIEPBU30pa B HOBEUIIUX MpoIleccopax
¢bupwmsl Intel.

30.Meroast coBpemenHoi kpunrorpadpuu. Crangaptet AES u T'OCT,
CTPYKTypa 0a30BbIX aJITOPUTMOB.

31.Knaccudukarust yrpo3 uHPOpMaImOHHON O€30MaCHOCTH.

32.BcTpoeHHbIE CpeACTBA 3alUThI ONIEPAIlMOHHON CUCTEMBI cemelicTBa Linux.

33.Paznuuus MexJy MHOTOYPOBHEBOM M JUCKPETHOM CUCTEMOW YTNpaBieHUs
JOCTYIIOM M HMX COBMECTHOE HCIOJIb30BaHUE. YTPAaBICHHUE TOCTYIIOM Ha
OCHOBE POJIEH.

34.0OrpanuveHre W H30JSLUS KOMIBIOTEPHBIX pPECYpPCOB Ha IpUMEpE
MexaHu3MoB Cgroups u ulimits siapa Linux.

35.MIlHCTpyMEHTBI pe3epBHOTO KOMMPOBAHUS AaHHBIX. THIBI pe3epBUPOBAHMUS.
[IpumeneHure mIaHUPOBIIKKA 3a4a4 [T 3a7]a4 pe3epBUPOBAHUS TAHHBIX.

36.Menemxep ngoruueckux ToMoB LVM omepallMOHHBIX CHCTEM CEeMeicTBa
Linux u pe3epBUpOBaHUE JaHHBIX B PEAIbHOM BPEMEHU C TOMOIIbIO
MexaHn3Ma ""CHUMKOB'".

37.YpoBHu npotokosia SSH 1 ux Ha3HAUEHUE.

38.Mexanusmbl  ayTeHTUPUKAIMK W MUA(QpOBaHUSA, peaIu30BaHHBIE B
nportokoiie SSH.

39.TyHHenupoBaHWE  CETEBBIX  coenuHeHuid.  [lpumepbl  MeXaHH3MOB
TyHHEIUpPOBaHUs. TyHHEIUpPOBaHHE MOCPEICTBOM MpoTokona SSH.

40.Opranuzanusi BUPTyaIbHBIX YaCTHBIX CeTe M ux 0e30macHOCTb. MeTojbl
noctpoenuss BUC, ux cxo/cTBa, pa3inuyus, HEJOCTATKH.

41.1ToHsiTHE MEXKCETEBBIX SKpaHOB. KOMIIOHEHTBI MEXKCETEBOTO JKpaHa.
[TonuTuka ceTeBoi 6€30MaCHOCTH.

42 Kputepun ¢uiabTpanuu makeTtoB. OCHOBHBIE CXEMbl CETEBOW 3allMTHl Ha
0a3e MEXCETEBBIX HIKPAHOB.



43.J10CTOMHCTBAa M HEAOCTAaTKU Pa3IMYHBIX METOJOB BUPTYAIHU3AIMH C TOUYKU
3peHust obecrieyeHUs WHGOPMAIMOHHON OE30MaCHOCTH KOMIIBIOTEPHBIX
CUCTEM.

44 Ha3nauenne W MeToAbl HocTpoeHus '"mecounun'. HemoctaTku mpocThIX
MexaHu3MOB chroot u sendbox u ux yctpaHneHue.

45.Metoap! mmdppoBanue (panaoBol cucTeMbl. be30MacHOCTh JaHHBIX B Cy4Yae
(pU3HYECKOTro TOCTYIa K KOMIIBIOTEPHOU CHUCTEME.

46.ATaky Ha MPOTOKOJBI U cIy:k0b1 UHTEepHET. MeTOIBI U CpeCTBa 3aIUTHI.

47.OnextpoHHble cepTudukarbl. [loHsTHE WHQPPACTPYKTYpPHl OTKPBITHIX
KITFOUEH.

48.TIpenMytiecTBa TEXHOJIOTHU TepMHUHAIBHOTO JocTyma. CeTeBbie (aiaoBbIe
cucteMbl. O0ecnieueHrne Oe30MacCHOCTH.

49.Cnyx0b1 katamoroB. O0mue cBeAeHHUS O ciyk0ax kartaisoroB. CTpykTypa
karasiora LDAP.

50.Cucrema eMHOTO BX0/1a B CETh Ha OCHOBE MpoTokoia Kerberos.

51.KackagHo-00beIMHEHHOE MOHTHpOBaHHE (alIoBbIX cucteM. Daitnoas
cuctema UnionFS. ®aiinoBble CUCTEMBbI C MOJHBIM JIOCTYIIOM HOBEPX
(alI0BBIX CUCTEM C JIOCTYIIOM Ha YTEHHE.

52. Ananus CUCTEMHOTO KypHajga  Ha npeaMeT  OoOHapy>KEeHHs
HECAaHKIIMOHUPOBAHHOMN aKTUBHOCTH.

JIucT perucrpanuu u3MeHeHUH

Ne Copnep:xaHue U3MEHEHUs PexBu3UTHI Hata
n/m JIOKyMEHTa BBE/ICHUS
00 yTBEpKJIEHUU W3MEHEHUS
WU3MEHEHUS
YTBepKIeHa W BBEACHA B JACUCTBUE DPEIICHUEM
Kadeapol «Maremaruka, buzmuka "
MH(OPMAIIMOHHBIE TEXHOJOTHM» Ha OCHOBaHUU
dbeneparbHOTrO roCyJapCTBEHHOT O
00pa3oBaTeNbHOrO CTaHJapTa Boiciiero | [Iporokon 3aceqanus
o0pa3oBaHHsl 10 HAIMpPaBJICHUIO  TOJATOTOBKH Kadenpsl
15.03.04 «ABTOMATH3alUsI TEXHOJOTHUSIECKUX No 1
IIPOLIECCOB U MPOU3BOJCTBY, IPOPUIb OATOTOBKU 0T «29» aBrycra
«ABTOMATH3alMSI TEXHOJOTMYECKUX IMPOILECCOB U 2017 rona
MIPOU3BOICTBY (ypoBeHbp  OakanmaBpuara),
YTBEP>KICHHOT'O MIPUKa30M MunucrepcTBa
oOpasoBanus U Hayku Poccuiickoii denepanuu ot
12.03.2015 r Ne 200
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